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A practitioner’s companion to our article Japan’s Security Compliance Stack: How SECURITY ACTION,
ISO 27001 and SCS Fit Together. Five scorecard questions map your current state to one of four paths,
each with a concrete 90-day and 12-month roadmap — so you can see what to do next and in what order.

How to use this worksheet
Japan’s security compliance picture for SMEs in 2026 is a layered stack, not a single badge:
ISO/IEC 27001 is the substance layer

SECURITY ACTION %% (IPA) is the locally-legible signal layer
SCS %3 and above (METI, launching late FY2026) is the supply-chain procurement-rating layer

Done in the right order and with a control crosswalk, each layer reuses substance from the one below.
Done in parallel, as three independent projects, it’s slow and expensive.

This worksheet helps you figure out where you are on that stack today and what to do next. Work
through the scorecard, identify which path matches your answers, then follow the 90-day and 12-month
roadmap for that path.

Part 1 — Scorecard

Tick the box next to each statement that is currently true for your company. “Partially” counts as “no”.

o Q1. Our company holds ISO/IEC 27001 certification today, or is in an active certification
process with a certification body. Why it matters: ISO 27001 is the substance layer. If you have it,
satisfying SECURITY ACTION % and most of SCS %3 is mostly reformatting, not new control work.

0 Q2. We have declared SECURITY ACTION %1 or %% via the IPA management system (kanri
shisutemu EIE> 27 L4). Why it matters: %% is the cheapest locally-legible signal in the Japan
market, and a prerequisite for the IT Introduction Subsidy (IT dofyu hojokin, IT EA4#BN+E) in most
categories.

o Q3. Our representative director (daihyo 1X%&%#&) holds a valid gBizID Prime account. Why it
matters: As of April 1 2026, SECURITY ACTION signup is gated behind gBizID Prime. Prime is
becoming the identity layer for many government-facing services, so it’s worth having regardless.

0 Q4. We sell into Japanese enterprise supply chains — i.e. our direct customers include Toyota,
NTT, Mitsubishi-class primes, their subsidiaries, or other large Japanese enterprises that manage
supplier security requirements. Why it matters: Those primes are expected to start writing SCS star
ratings into procurement contracts from FY2027 onward. The earlier you watch this, the cheaper it
is to get ready.

o Q5. Our business is in a regulated sector — financial services (banks, securities, insurance),
healthcare provider, government-facing work, or critical infrastructure. Why it matters: Sector-spe-
cific frameworks (FISC, MHLW, NISC/NCO) apply in addition to the general stack, and they can carry
heavier substance requirements than SCS.
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Part 2 — Identify your path

Use the combination of your answers above to pick the path that best matches your situation. If you fit
two paths, start with whichever is furthest along and layer the other in.

Your answers Your path
Q1 no, Q2 no, Q5 no Path A — Starting from zero
Q1 yes (orin progress), Q2 no Path B — IS0 27001 holder
Q4 yes (regardless of others) Path C — Supply-chain supplier

Q5 yes (regardless of others) Path D — Regulated sector

The four paths are not mutually exclusive —an ISO 27001 holder selling into Toyota’s supply chain is
Path B and Path C. Read both.

Part 3 — Roadmaps

Path A — Starting from zero
You have no formal posture today, and are not in a regulated sector or a large-enterprise supply chain
yet. The goal is to establish a visible baseline at minimum cost.

Next 90 days

o Apply for gBizID Prime for your representative director (same-day online with a My Number card,
~2 weeks by post)

o Download and read the IPA 25-item self-check (gofun de dekiru jisha shindan, 5 3 CTZ5B%t
22I#7) — see what the bar looks like in practice

o Write a short information security policy (one to three pages is enough for % ¥%; a template from
IPA is fine)

o Declare SECURITY ACTION % % via the IPA management system

o Add the %% logo to your website footer per IPA usage guidelines

Next 12 months

o If you apply for the IT Introduction Subsidy, ¥ ¥ is now in place as the prerequisite

o Review the IPA SME Information Security Guideline and close obvious gaps (MFA, backup, patch
discipline, training)

o Decide whether the business case for ISO 27001 certification exists — typically driven by overseas-
HQ expectations or a large-enterprise customer request

Typical effort: Low. An afternoon for %% once Prime is in place; policy writing is a few days of work if
starting from scratch.
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Path B —1S0O 27001 holder
You already have (or are certifying to) ISO 27001. The substance is in place; the job is to put the right
wrappers around it.

Next 90 days

o Confirm your representative director holds gBizID Prime

o Confirm the IPA 25-item self-check is satisfied by existing ISMS evidence — this is a formatting
review, not new control work

o Declare SECURITY ACTION %% and add the logo to your website footer

o Start watching METI’s SCS publication page for the operational guidance (gaidansu shiryo /31 %'
>~ 2E&R), expected H2 2026

Next 12 months

o Build (or borrow) a control crosswalk mapping ISO 27001 Annex A controls against NIST CSF
2.0 functions and SCS %3 requirement items — this is what lets ISMS evidence regenerate into SCS
format without maintaining two stores

o Identify a qualified Registered Information Security Specialist (RISS, tofoku sekisupe E#xtz +
) who can perform the SCS %3 expert confirmation

o Run adry SCS %3 gap check as soon as the operational guidance is published

Typical effort: Low for %% (afternoon). Moderate for SCS %3 prep (one quarter of format work spread
over the year).

Path C — Supply-chain supplier
You sell into Japanese enterprise supply chains. Your primes are expected to start asking about SCS star
ratings from FY2027 onward.

Next 90 days

o Everything in Path A or Path B as applicable —the ISO 27001 + SECURITY ACTION %% foundation
is a prerequisite

o Check your current customer contracts and RFP responses for any language referencing SCS, P
¥ —7,1ISMS, or sector-specific security requirements — these are leading indicators

o Identify which of your customers are large enough to write procurement security requirements (the
primes rather than peer SMEs)

Next 12 months

o Build a control crosswalk (ISO 27001 Annex A X NIST CSF 2.0 X SCS % 3)

o Shortlist a RISS for SCS %3 expert confirmation

o Target SCS %3 submission for Q2 2027 (after METI publishes final operational guidance)

o Monitor customer RFPs for the first SCS % references — these are your earliest warning that %3 is
becoming a procurement expectation

o Decide on a trigger policy for SCS %4: SCS %4 adds third-party evaluation (document + onsite +
technical verification) and is not cheap. A common policy is “pursue %4 only when a named client
contract requires it” — that prevents speculative over-investment while keeping you ready to act on
real demand
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Typical effort: Moderate. SCS %3 is mostly a format exercise against an ISO-grounded ISMS, plus the
RISS fee.

Path D — Regulated sector
You are in financial services, healthcare, government-facing work, or critical infrastructure. Sector
frameworks apply on top of (not instead of) the general stack.

Next 90 days

o Identify which sector framework applies to you and confirm your current state:
Financial services: FISC Security Guidelines (13th Edition, Nov 2025) + FSA Supervision Guide-
lines
Healthcare: MHLW Safety Management of Medical Information Systems + METI + MIC cloud
handling guidelines (all three apply for cloud/outsourced medical info)
Government-facing work: NCO (formerly NISC) Common Standards on Cybersecurity Measures
for Government Agencies
Critical infrastructure: your designated sector’s supplementary guidelines under the national
CI policy
o Confirm your representative director holds gBizID Prime
o Declare SECURITY ACTION %% — the local signal still applies, and the substance is a subset of
sector requirements

Next 12 months

o Treat sector framework compliance as the primary posture, with ISO 27001 as the internationally-
legible wrapper

o Monitor SCS developments — if you also sell into a supply chain (Path C overlap), SCS %3 layers
on top of sector requirements

o Review cloud provider selection against sector data-residency and ISMAP status

Typical effort: Significant — sector frameworks dominate the workload, and the general-stack layers are
secondary.

Part 4 — The stacking timeline at a glance

The order in which layers compound, and approximate effort at each step:
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Layer

gBizID Prime (infrastructure)

SECURITY ACTION %1
SECURITY ACTION %%

ISO/IEC 27001 certification

Typical effort

Same day (online) or ~2 weeks
(postal) - Free

~1 hour - Free

~1 afternoon once policy + self-
check are in hand - Free

9-18 months typical -

Japan Security Framework Readiness Worksheet

Who does it

Representative director

Anyone with gBizID access

Anyone with gBizID access

ISMS lead + external auditor

Certification-body fees + internal
time
SCS %3 (from existing ISMS) ~1-3 months of format work +

RISS confirmation

ISMS lead + registered specialist

SCS %4 (from existing %3) ~3-4 months focused work + ISMS lead + accredited assessor

third-party evaluation

The specific numbers depend on your size, sector, and how much of the substance is already in place. A
single-developer firm with a clean slate will spend more of its time on ISO 27001 and much less on SCS
%3 — the reverse of a larger company with an ISMS already in place.

Part 5 — Where are the sharp edges?

A few specific places where SMEs might get stuck. If any of these describe you, it’s worth flagging them
early — they’re upstream of the certification work itself.

gBizID Prime for foreign representative directors. The online path requires the representative
director’s My Number card with an active signing certificate. The postal path requires a registered
personal seal (inkan EN$%) plus a seal certificate (inkan shomeisho EN#&ZEARE). Both require Japanese
resident registration (juminhyo £KZ). A representative director who doesn’t have resident registration
hits the wall before SECURITY ACTION is even in view.

Supplier register scope for SCS % 3. SCS treats supplier management as its own domain. Your existing
vendor list probably needs a small schema extension (risk tier, security evidence held, date of last
confirmation) to satisfy the %3 evaluation sheet.

Evidence vs. explainability. SCS %3 explicitly emphasizes evidence that controls operate, not just that
they exist on paper. That means retaining logs, access review records, patch cadence screenshots — the
kind of artifacts an ISMS internal audit already produces, but not always in a format a procurement team
can consume.

Expert confirmation (RISS) capacity. SCS %3 requires a RISS sign-off. The pool of qualified specialists
is finite, and demand is expected to concentrate around the FY2027 launch window. Shortlisting one
earlier rather than later is a good idea.
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Where eSolia can help

We run this same stack internally — ISO 27001 certification in flight, SECURITY ACTION %% declared,
SCS %3 on our FY2027 roadmap, %4 deferred to client trigger — so we work with clients on it from a
practitioner’s perspective.

Get in touch, if you want help translating this worksheet into a sequenced plan specific to your business,
including:

Gap assessment against ISO 27001, SECURITY ACTION %%, or SCS %3
Control crosswalk development (ISO 27001 X NIST CSF 2.0 X SCS)
Policy and evidence-artifact development

Sector framework review (FISC, MHLW, NCO)

RISS identification and engagement coordination

© 2026 eSolia Inc. Prepared for distribution to clients and prospects. Not legal or compliance advice.
This worksheet reflects guidance published through April 2026; SCS operational guidance (314> X
&H) is expected later in 2026 and may adjust specific requirement counts.
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Contact Us

eSolia Inc. Shiodome City Center 5F (Workstyling) 1-5-2 Higashi-Shimbashi, Minato-ku Tokyo
105-7105, Japan

Phone 03-4577-3380
Email hello@esolia.co.jp
Web https://esolia.co.jp/en

Hours  Monday-Friday, 9:00-18:00 JST
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